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What is DevSecOps?

* Development
e Security

 Operations
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Agenda

Development Pipeline Summary

Deployment Options Questions

Your environment, your tools, our help
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Development Pipeline

How does a change reach a running application safely?

(2]

©
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Developer
(AMS/React)

Develops and commits
code changes (React
frontend / AMS).

Q git

Git Repository
(Git)

Code is pushed to the
Git repository (branch /
pull request).

‘iﬁ%r

docker

Docker Image Build
(Dependencies)

Builds a Docker image
with application code
and dependencies.

J

\

\ W
& | L ra Playwright

Testing
(Citra / Playwright)

Runs automated tests
(unit, integration, e2e)
using Citra and Playwright.

J

Flyway
5 Liquibase

Database Migrations Check
(Flyway / LiquiBase)

Verifies and applies
database migrations
(changesets).

docker
registry

Docker Image Registry
Pushes the built image

to the Docker registry
(e.g. Harbor / Docker Hub).

5

kubernetes

Kubernetes

Deploys the application
to the Kubernates cluster
(using Helm / manifests).
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Development Flow
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Development Pipeline

Developing the Application

RBA -0~
%. Projects
@ Applicant register
B Library
B Portals
v (@ Research grant
settings
Behavior
v & Busi

v & Constraints
3 Amount of funding bixm!
«3 Eligible for research grantbixml

Content

Tests
= Research grantbixm|
@ rProje

v (JResearch grant application

settings

settings

~ & Behavior

Case

Case objects
Decisions
J Documents
Referenced objects
v & Stages
v & Evaluate

Attribute groups

Evaluate tasks.bixml
Publish
Time limits

£ Research grant appli

ion type.bixm|

h grant ap view bixm|

¥ Research grant af s list bixml

ons tab,bixm|

h grant appli
Business design
@ Project settings
B Web application
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=% Eligible for research grant.bixml

v 0975

File Edit Selection

EXPLORER

Vv REACT-APP
> @ node_modules
> B public

[g{ Project contributes to open so ]

nphpd by /

implied >,

t}] 3 Py Product will create new open s.

/

mplied by

of Project is innovative

implied by

* Palette ¥
Select
v Relations
-
requires
requires with condition
implied by
implied by with conditior
excluded by

excluded by with conditi

\ F] #%, Level 2 innovation ] F!’\ Level 3 innovation

mplied by

[Z] £ Product wil advance discussio ]

6 /

8

Properties [£. Problems &) Edits

+ Concept: Project is innovative

Configuration Label
Source references Identifier
Labels —

Formula

ion order
Text fragments
Taxonomy type

3

l’ﬂ 4%, Product will create patches fo.

-
=
-
-
-
-
-
=
-
s
-
-
™

v Concepts

View Go Run

App.jsx

Terminal

Help

X

App.jsx > ...

import { useState } from

=2 Eligible for research grant

Prod
v ¥ Condition

o Project contributes to open source

v of Project is innovative

= implied by -> Level 2 in

= implied by
v & Decision
$ eligible

4

research grant

B Modeling 15 Debug

5= Outline (R e

uct will advance discu:

will create new open

will create patches for exist

Level 3 inno

bunt,

Bookstore  Sooks v Persens v
& / Books
& Filters
Title
]
Format

Hardcover (11)
Paperback (18)
Ebook (1)

Audio book (2)

Language

English (26)

Publishing houses

B4 Books @ 1. 50 of 32 resutts

The safety of objects

176 pages Paperback English

The BFG

207 pages Paperback English
atilda

256 pages Paperback English

Zagazoo

32 pages Hardcover English

ISBN10 1847087302

ISBN10 0142410381

ISBN10 0141346345

SBN10 099265346X

relevance s

Sort by:

ISEN13 9781847087300

ISBN13 9780142410387

ISBN13 9750141346342

ISBN13 9750099265344

setCount]

onClick=
{count}

€ =>

Arnold W e Sen v

£ react-app

'react’;

useState(0);

setCount(count + 1)}

= QT

UTF-8 LF

{} JavaScript JSX L)

Spaces: 2
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Development Pipeline

Collaboration: the switch from SVN to Git

Subversion Git Q}
- Centralised - Decentralised “With SVN, we locked a model before
- Pessimistic locking - No locking editing it because merging BIXML was

- Straightforward workflow
- Branches were difficult

Merging strategy so difficult. Git lets us work in parallel,
Branches easy and the merge tools make that
practical.”

“l was comfortable with SVN and
wasn’t sure Git would be worth the
switch. Now that we can work on ‘
separate branches and merge our -
changes, | wouldn’t want to go back.”

“Git takes some getting used to, but it
gives us much more freedom. We can
make a change, test it and bring it
together with other work far more
quickly.”
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Development Pipeline
Collaboration: using Git Q}

€N assistant
pe.
e MNew >
igr Open Merge branch ‘develop’ into feature/update-kmts
s Open With » 3 Entit
b 3
apt U= Copy
= S| A ¥
el 3% Delete Be Informed Console
Rename...
— [ Import.
w2 Export.. ] § POWO-2763 tenant email must be unique
POWO-2T767 prefill tenant id not valid
Refresh
Team > = Commit.. Ctrl+2
C With >
ompare 11 Repository *» ‘g Pushto origin
Replace With >
e Advanced » 4 Fetch from origin
@ Search ' Push Branch 'develop'...
& Where used @ Pull
Create Patch... "
Properties Apply Patch... g5t Switch To >
sct type.bixml % Ignore
g Show in History C:\Users\r.heller>git
Show in Repositories View usage: git [-v | —version] [-h | —help] [-C <path>] [-c <name>=<value>]
: - ] [——exec-path[=<path>]] [——html-path] [-——man-path] [--info-path]
Showlke Eonllnicipation [-p | ——paginate | =P | ——no-pager] [--no-replace-objects] [--no-lazy-fetch]

[-——no-optional-locks] [--no-advice] [--bare] [--git-dir=<path=]
[—work-tree=<path>] [—namespace=<name>] [——config-env=<name>=<envvar>]
<command> [<args>]

These are common Git commands used in various situations:
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Building and testing a change

Testing your changes: Citra

Scenaric 01: Basic scenario eligible for research grant

25 _Dasic_scenaro_eligible

Login as user

2} & eligible

@83ms B1 1

5

Create research grant application

@276ms B8 v |

should be possible to create the case

is expected that an applicant is looked up

is expected that research project details are created

is expected that the response time time limit is created

is expected that it is required and possible to decide eligible for research grant
is expected that it is not required but possible to calculate amount of funding

is expected that it is not required but possible to add terms for research grant

00000000

is expected that it is not possible to complete evaluate

Decide eligible for research grant

(= asic_scen = e
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Building and testing a change

Testing your changes: Playwright
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Building and testing a change

Testing your changes: in the cloud

1

“) Jenkins Exampl

E Status

£ View Configuration

[> Scan Multibranch Pipeline Now
[® Scan Multibranch Pipeline Log
@ Multibranch Pipeline Events
@ Build History

@ Project Relationship

@® Check File Fingerprint

@ Repository

0 Pipeline Syntax

W Credentials

Build Queue

F PP

[®] sample-app

Full folder name: Examples/sample-app

Branches (6)

M
O

Pull Requests (1)

Name |

main

develop

feature/user-profile

feature/notifications

bugfix/login-validation

Last Success

18 min ago

128 example main

2 hours ago

85 example develop

1 day ago

14 example feature/user-profile

2 days ago

6 example feature/notifications

3 days ago

3 example bugfix/login-validation

Last Failure

5 days ago

121 example main

N/A

N/A

M/A

38 min ago

5 example bugfix/login-validation

16 example release/1.2.0

Build Executor Status o7z
© o i S
leon: s
@ (A (A (A () () (A ()
o 9, 9, ) 9, ) 5 b
Start Prepare Download Build Start Test database Publish Post
plugins images image upgrade scrips image actions

\\ beinformed

Last
Duration

4 min 32 sec

5 min 08 sec

3 min 41 sec

5 min 13 sec

2 min 55 sec

6 min 04 sec
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Building and testing a change

Database Migration Check
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Building and testing a change

Database Migration Check

Server Runtime j

f
Y\ —el XML
/ g
'RESTAPI

\_ J
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Building and testing a change

Database Migration Check

f Server Runtime j

/A\ — IS xw
N W Vl
| REST API
\_ J

Database
vl
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Building and testing a change

Database Migration Check

f Server Runtime j f Server Runtime j

/A\ — 1] xw /A\ — 1] xw
—— vl —— v2
| REST API | REST API
:[ & \_ :[ &
Database Database
vl v2

\_
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Building and testing a change

Database Migration Check

f Server Runtime j f Server Runtime j

/A\ — IS xw /A\ — IS xw
e vl e v2
' REST API ' REST API
\_ :[ J \_ 1 J
Requires migration
Database Database
vl v2
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Building and testing a change

Database Migration Check

r Server Runtime N r Server Runtime N ( Server Runtime N

\! — 1 s XML \! — 1> xmL \! — 1 ] xML
\ vl \ v2 \ v3
' REST AP ' REST AP ' REST API

\_ 1 ¥ \_ 1 J \_ 1 J
Requires migration Requires migration
Database Database

Database

v3
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Building and testing a change

Database Migration Check

r Server Runtime N r Server Runtime N ( Server Runtime N

2+ | @) | @G
\ vl \ v2 \ v3
' REST API ' REST API ' REST API

\_ 1 P \_ 1 J \_ 1 J
Requires migration Requires migration
Baseline.sql vi migration_1.sql v2

Database

v3

migration_2.sql
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Building and testing a change

Database Migration Check

B> =
\ vl

r Server Runtime N

' REST API

\_

J

|

Baseline.sql v

g =

Liquibase

\\ beinformed

Requires migration

r Server Runtime N

Bt/
\ v2
' REST API

\_

1 P
migration_1.sql v2

( Server Runtime N

B>
\ v3
| REST API

. J

|

Database

Requires migration

migration_2.sql v3
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Building and testing a change

Database Migration Check

r Server Runtime N r Server Runtime N [ Server Runtime N

2+ | @) | @G
\ vl \ v2 \ v3
' REST API ' REST API ' REST API

\_ J \_ J \_ J
1 1 <- Does this equality hold?
Requires migration Requires migration
Baseline.sql vi migration_1.sql v2 migration_2.sql v3

g =

Liquibase
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Building and testing a change
Database Migration Check

Table 'BUNDLE_PROPERTIES' does not contain column "VENDOR'

Table 'BUSINESSCAPABILITY_PROPERTIES'

Table ' DATAELEMENT'

Table 'DATAOBJECT_PROPERTIES'

Table 'DUTY_PROPERTIES' does not contain column 'DUTYCOMPONENTS'
Table 'FIBFMODEL_PROPERTIES'

Table 'FLINTMODEL_PROPERTIES'

Table 'SERVICEACTIVITY_PROPERTIES'

Table 'SERVICEAREA_PROPERTIES'

Table 'SERVICEFUNCTION_PROPERTIES'

View 'V_SOURCE_REFERENCES' does not contain column 'CONTEXTAFTER'
View 'V_SOURCE_REFERENCES' does not contain column 'CONTEXTBEFORE'
View 'V_SOURCE_REFERENCES' does not contain column 'SOURCECASEID'

Table 'ANNOTATION' does not contain column 'CASEID'

Table ' TENANT_PROPERTIES'

View TENANTUSERS'

View 'V_DOCKET_ANNOTATIONS'

View 'V_SOURCE_REFERENCES' does not contain column 'DOCKETCASEID'
View 'V_SOURCE_REFERENCES' does not contain column 'SOURCERECORDID'
View 'V_TENANTS'

DOCKETPROPERTIES column Column [name=DSL. type=NVARCHAR, size=5. nullable=1] Column [name=DSL, type=NVARCHAR, size=25, nullable=1]
AGENT_PROPERTIES column Column [name=TENANTID, type=BIGINT, size=19, nullable=0] Column [name=TENANTID, type=BIGINT, size=19, nullable=1]
AGENT_PROPERTIES column Column [name=DOCKETID, type=BIGINT, size=19, nullable=0] Column [name=DOCKETID, type=BIGINT, size=19, nullable=1]
DOCKETPROPERTIES column Column [name=DOCKETTYPE, type=NVARCHAR, size=17, nullable=1] Column [name=DOCKETTYPE. type=NVARCHAR, size=31, nullable=1]
PROJECT_PROPERTIES column Column [name=DSL. type=NVARCHAR. size=5. nullable=1] Column [name=DSL. type=NVARCHAR, size=25, nullable=1]

V_SOURCE_REFERENCES column Column [name=PROJECTCASEID. type=NUMERIC. size=19, nullable=0] ~ Column [name=PROJECTCASEID. type=NUMERIC. size=19, nullable=1]
FACT_PROPERTIES column Column [name=TENANTID., type=BIGINT, size=19. nullable=0] Column [name=TENANTID, type=BIGINT. size=19. nullable=1]

V_SOURCE_REFERENCES column Column [name=SOURCETYPE. type=NVARCHAR. size=1024. nullable=0] Column [name=SOURCETYPE, type=NVARCHAR, size=1024. nullable=1]

DUTY_PROPERTIES column Column [name=TENANTID, type=BIGINT. size=19, nullable=0] Column [name=TENANTID, type=BIGINT, size=19. nullable=1]
ACTION_PROPERTIES column Column [name=DOCKETID, type=BIGINT, size=19, nullable=0] Column [name=DOCKETID, type=BIGINT, size=19, nullable=1]
ACTION_PROPERTIES column Column [name=TENANTID, type=BIGINT, size=19, nullable=0] Column [name=TENANTID, type=BIGINT, size=19, nullable=1]
FACT_PROPERTIES column Column [name=DOCKETID, type=BIGINT, size=19. nullable=0] Column [name=DOCKETID, type=BIGINT, size=19, nullable=1]
ACT_PROPERTIES column Column [name=DOCKETID, type=BIGINT, size=19. nullable=0] Column [name=DOCKETID, type=BIGINT, size=19, nullable=1]
ACT_PROPERTIES column Column [name=TENANTID., type=BIGINT, size=19. nullable=0] Column [name=TENANTID., type=BIGINT. size=19. nullable=1]

\\ beinformed
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Security

ompanents

Portfolio Vulnerabilities

‘ﬁcﬁSc)pcr?ube Projects Issues Rules Quality Profiles  Quality Gates More ~

Create Project ~

Perspective| Overall Status Sortby| Mame t 16 pro

Filters =

v Passed
Quality Gate

y Violations

¥ Passed

¥ Passed

nt Public ¥ Passed

Maintainability Last an

arent  Public + Passed

Security Review Vulry

- com.beinformed.product.releng Public

v Passed w
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Publishing the image

Final deployment tasks

9 Docker Hub
m nginx 3dbe
e redis &, 500M+

'3 python
] nginx

@ node B3 tags

© latest

& Browse

. mongo © 127
© 126

alpine

@ Explore © stable

] dockerfile
ﬁ My Repositories

m nginx 4, 18+
° Official Image

Overview

Official build of Nginx, a high-performance
web server and reverse proxy.

>_ docker pull nginx

Dockerfile

O Tags
,‘8’\ Organizations

be informed

7 10K+

(W

Xz sonatype n

Repository maven-central
Format maven2
Group antir
£ Browse
HTML VIEW License [ awrireo |
antir

0212

» antir-2.7.2-sources.jar

Y antir2.72-sources jarshal

antlr-2.7.2-sources. pom.shal
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Deployment
Using Kubernetes and ArgoCD

apiVersion: argoproj.io/vlalphal
kind: ApplicationSet
metadata:

name: acme

X X . Applications > acme
Spgirtlespace. default | € Applications

syncPolicy: ) TV s g achme ¥ Healthy @ synced Sync policy: Manual
preserveResourcesOnDeletion: true () )

? Argo CD Applications Settings User Info Documentation Q  search applications...

C' REFRESH

generators:

- git: B Clusters

: Source Destination
repoURL: http://github.com/acme/acme.git ¥ @
;?{’1510”: main € Namespaces Repository https://github.com/your-org/your-repo.git Cluster in-cluster
iles: ; ¥
Revision main
- path: clusters/alpha/acme/deployment.yaml Nafmespece eme
template: € Settings Path charts/acme
metadata: Helm release acme
name: acme
spec:
project: acme -Ji' Resource tree i= Resources [}3 Diff @ Events
sources:
- repoURL: github.com/registry
chart: acme + =z
targetRevision: "1.0.0" acme-7d4a-1 .
helm: .? Pod :
releaseName: acme ﬁ acme " -7 acme-7d4a g @ Healthy
valueFiles: Deployment - .—] ReplicaSet 3 E
- $va1ueS/CIU§ters/alpha/acme/valugs_yaml @ Healthy @ Healthy
repoURL: http://github.com/acme/acme.git @ acme " @, acme-7d4a-2 3
targetRevision: main v Application : .’ Pod :
ref: values @ Healthy @ Synced @ Healthy

destination:
server: https://127.0.0.1:16443 ‘_I_‘ aeme
namespace: acme SHyiee
syncPolicy: @ Healthy
automated: { prune: true, selfHeal: true }
syncOptions:
- CreateNamespace=true
- ServerSideApply=true
ignoreDifferences:
- group: apps
kind: StatefulSet
managedFieldsManagers:
- kube-controller-manager
- kube-apiserver
jsonPointers:
- /spec/ordinals
- /status
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Deploying

Using Kubernetes and ArgoCD 4

pulls images

Front-end

, Modeller Infrastructure
Engineer Git Repository Kubernetes Cluster

| | (- W a )

pushes code  pushes AMS models Application A ——3| ArgoCD _Z)

Front End AMS Models Application B Dep_Loyment
Git Repository Git Repository Registry e k Application A
. Deployment
triggers Application B

"
( \l/ CICD Pipeline \ k

edits
Build Image |—>| Testlmage |—| Publish Image (—> Deploy —

= _J
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Development

Developers build and
integrate changes in an
isolated environment, using
version control and
automated checks before
code moves forward.

\\\ be informed

Test

The integrated build is
validated for functionality,
quality, security, and
regressions in a stable,
production-like test
environment.

Acceptance

Business users and
stakeholders confirm the
release meets requirements
through user acceptance
testing and final approval.

Production

The approved release is
deployed to live users with
controlled rollout,
monitoring, and rollback
procedures to maintain
reliability.

© Be Informed 2024 | All rights reserved worldwide



Deploying

Test, Acceptance and Production

Registry

-

CICD Pipeline

Deploy

~

N

Infrastructure
Git Repository

pulls images

()

Application A

-/
)

Application B

|

J

\\ beinformed

edits

Kubernetes Cluster

(

()t

\

(‘
Deployment J

Application A

\—

r
Deployment
L Application B
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Summary: AMS change to application

&
&

Developer
(AMS/React)

Develops and commits
code changes (React
frontend / AMS).

(2]

Q git

Git Repository
(Git)

Code is pushed to the
Git repository (branch /
pull request).

docker

Docker Image Build
(Dependencies)

Builds a Docker image
with application code
and dependencies.

J

\

& | L ra Playwright

Testing
(Citra / Playwright)

Runs automated tests
(unit, integration, e2e)
using Citra and Playwright.

J

o

Flyway
5 Liquibase

Database Migrations Check
(Flyway / LiquiBase)

Verifies and applies
database migrations
(changesets).

docker
registry

Docker Image Registry
Pushes the built image

to the Docker registry
(e.g. Harbor / Docker Hub).

@
5

kubernetes

Kubernetes

Deploys the application
to the Kubernates cluster
(using Helm / manifests).

\\\ be informed

Development Flow
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Your environment, your tools, our help

We start with the tools and processes you already use.

Cloud, Be Informed cloud & on premise

© Be Informed 2024 | All rights reserved worldwide
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Th k i X info@beinformed.com
a n yo u ¢ \. +31 (0)55 368 1420

Any CIUEStiOI‘lS? www.beinformed.com
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